We are required by law to maintain the privacy of your protected health information and to notify you of our legal duties and
privacy practices with respect to your protected health information, and to notify affected individuals following a breach of
unsecured health information. This Notice summarizes our duties and your rights concerning your information. Our duties
and your rights are set forth more fully in 45 C.F.R. part 164. We are required to abide by the terms of our Notice that is
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currently in effect.

1.

Uses and Disclosures We May Make Without Written Authorization. We may use or disclose your health

information for certain purposes without your written authorization, including the following:

Treatment: We may use or disclose your information for purposes of treating you. For example, we may disclose your
information to another healthcare provider so they may treat you; to contact you to provide appointment reminders;

or to provide information about treatment alternatives or services we offer.

Payment: We may use or disclose your information to obtain payment for services provided to you. For example, we
may disclose your information to your health insurance company or other payer to obtain pre-authorization or

payment for treatment.

Healthcare Operations: We may use or disclose your information for certain activities that are necessary to operate
our practice and ensure that our patients receive quality care. For example, we may use your information to review

the performance of our staff or make decisions affecting the practice.

Other Uses or Disclosures: We may also use or disclose your information for certain other purposes allowed by 45

C.F.R. § 164.512 or other applicable laws and regulations, including the following:

e To avoid a serious threat to your health or safety or the health or safety of others.

e  For certain public health authorities and activities, such as reporting certain diseases, when disclosure is

needed to provide treatment, when required by law, and to prevent or control spread of disease.
e Asrequired by state or federal law, such as reporting abuse or neglect or certain other events.
e  For certain public health oversight activities, such as audits, investigations, or licensure actions.
e As allowed by workers’ compensation laws for use in workers’ compensation proceedings.
e  For research purposes if certain conditions are satisfied.

e In response to certain requests by law enforcement to locate a fugitive, witness or victim, or to report

deaths or certain crimes.

e To,ingood faith, prevent or lessen a serious and imminent threat to the health and safety of a person or the

public. Disclosures may be made to a person reasonably able to prevent or lessen the threat.

e In response to legal proceedings such as a court order, warrant or subpoena in judicial or administrative

proceedings.

e  For certain specialized government functions such as the military or authorized federal officials for purposes

of National Security.

e To correctional institutions or law enforcement officials who are providing care or custody for an inmate.
e Tocoroners, funeral directors, or organ procurement organizations as necessary to allow them to carry out

their duties.

e In a disaster relief situation, we may disclose healthcare information about you to an entity assisting in a
disaster relief effort so that your family and friends can be notified about your condition, status and

location.

Disclosures We May Make Unless You Object. Unless you instruct us otherwise, we may disclose your information to
amember of your family, relative, friend, or other person who is involved in your healthcare or the payment for your
healthcare. We will limit the disclosure to the information relevant to that person’s involvement in your healthcare or

payment. If you object to such disclosures, please notify the Privacy Officer identified below.

Uses and Disclosures With Your Written Authorization. Other uses and disclosures not described in this Notice will
be made only with your written authorization, including most uses or disclosures of psychotherapy notes; for most
marketing purposes; or if we seek to sell your information. You may revoke your authorization by submitting a
written notice to the Privacy Officer identified below. The revocation will not be effective to the extent we have

already taken action in reliance on the authorization.



4. Health Data Exchange. This office shares your health records electronically or otherwise with state-designated Health
Information Exchange] ("HIE") that exchange health records with other HIEs. This office also uses data exchange
technology (such as direct messaging services, HIPS, and provider portals) with its Electronic Health Record ("EHR") to
share your health records for continuity of care and treatment. HIEs and data exchange technology also enable the
sharing of your health records to improve the quality of health care services provided to you (e.g., avoiding
unnecessary duplicate testing). The shared health records will include, if applicable, sensitive diagnoses such as
HIV/AIDS, sexually transmitted diseases, genetic information, mental health, and substance abuse, etc. HIEs and data
exchange technology function as our business associate and, in acting on our behalf, they will transmit, maintain and
store your PHI for treatment, payment and health care operation purposes. HIEs and data exchange technologies are
required to implement administrative, physical and technical safeguards that reasonably and appropriately protect
the confidentiality and integrity of your medical information. State law may provide you rights to restrict, opt-in, or
opt-out of HIE(s). For more information, please contact Digestive Health Clinic, LLC's Privacy Officer at 208-489-1900.
You may request to have the sharing of your information by IHDE restricted by completing an “Opt-Out Form”
available at https://idahohde.org/patients/ and submitting it directly to IHDE:

Idaho Health Data Exchange
1299 N. Orchard #120 Boise, ID 83706

Fax To: (208) 803-0031 Phone: (208) 803-0030
Email: info@idahohde.org Website: https://idahohde.org/

5. Ambient Assist. To provide you with the best care, this office uses Ambient Assist, a secure, HIPAA-compliant Al
documentation tool. This tool listens to our conversation to generate a draft clinical note. The recording is encrypted,
used only for drafting, and not used for Al training. The Al-generated draft is reviewed and approved by your provider
before becoming part of your medical record. At that time the recording is deleted. You may request to opt-out of
this service at any time.

6. Your Rights Concerning Your Protected Health Information. You have the following rights concerning your health
information. To exercise any of these rights, you must submit a written request to the Privacy Officer identified
below:

e  You may request additional restrictions on the use or disclosure of information for treatment, payment, or
healthcare operations. We are not required to agree to the requested restriction except in the limited
situation in which you or someone on your behalf pays for an item or service, and you request that
information concerning such item or service not be disclosed to a health insurer.

e  You may inspect and obtain a copy of records that are used to make decisions about your care or payment
for your care, including an electronic copy. We may charge you a reasonable cost-based fee for providing
the records. We may deny your request under limited circumstances; e.g., if we determine that disclosure
may result in harm to you or others.

e You may request that your protected health information be amended. We may deny your request for
certain reasons, e.g., if we did not create the record or if we determine that the record is accurate and
complete.

e You may receive an accounting of certain disclosures we have made of your protected health information.
You may receive the first accounting within a 12-month period free of charge. We may charge a reasonable
cost-based fee for all subsequent requests during that 12-month period.

e  Wenormally contact you by telephone or mail, at your home address. You may request that we contact you
by alternative means or at alternative locations. We will accommodate reasonable requests.

e  You may obtain a paper copy of this Notice upon request. You have this right even if you have agreed to
receive the Notice electronically.

7. Changes to This Notice. We reserve the right to change the terms of this Notice at any time, and to make the new
Notice effective for all protected health information that we maintain. If we materially change our privacy practices,
we will post a copy of the current Notice in our reception area and on our website. You may obtain a copy of the
operative Notice from our staff or Privacy Officer.

8. Complaints. You may complain to us or to the Idaho Secretary of Health and Human Services, Bureau of Facility
Standards, PO Box 83720, Boise, ID 83720-0036, (208)334-6626, if you believe your privacy rights have been violated.
You may file a complaint with us by notifying our Privacy Officer. All complaints must be in writing. We will not
retaliate against you for filing a complaint.

9. Contact Information. If you have any questions about this Notice, or if you want to object to or complain about any
use or disclosure or exercise any right as explained above, please contact our Privacy Officer by calling 208-489-1900.

Digestive Health Clinic, LLC Central Contact Nampa Digestive Health Clinic
Idaho Endoscopy Center, LLC Ph: (208)489-1900 Nampa Idaho Endoscopy Center
6259 W. Emerald St. Fax: (208)375-5286 5080 E. Commerce St.
Boise, ID 83704 www.digestivehealthclinic.com Nampa, ID 83687




